Abstract: Problem statement: National information security policies are essential parts of the overall national security policies of nations. This study attempted to investigate the dominant factors that need to be addressed in such policies. Approach: The study reviewed the national information security policies of different courtiers, focusing on the dominant factors of all of these policies. These factors were compiled and compared in order to determine the common and the non-common policy considerations among these countries. The countries considered include: USA, Malaysia, Australia, Canada and China, in addition to the European Union. Results: Recognizing all the common and noncommon dominant factors considered by the policies of all the countries considered, the study delivered a generic framework that incorporates all of these dominant factors. Conclusion: The resulted generic framework can be used as a guide for the improvement of existing national information security policies in different countries and for the future development of such policies in countries where they do not yet exist.
INTRODUCTION
In order to protect their people, organizations and territories, countries usually develop their own national security policies. Such policies should enable their nations to establish a secure threat free environment that supports sustainable development. The policy has to be formulated based on a National Cyber Security Framework (NCSF) that comprises legislation and regulatory, technology, public-private cooperation, institutional and international aspects. The national security policy needs to address the risks to the critical national information which comprises the networked information systems of many critical sectors like National Defense and Security, Banking and Finance, Information and Communications, Energy, Transportation, Water, Health Services, Government, Emergency services, Food and Agriculture (National IT Council, 2010) . Cyber security is a distinctively challenging policy issue with an extensive range of public and private stakeholders within countries and outside national boundaries.
The speedy implementation, in some countries, of new information and communication infrastructures, including the Internet, is creating new opportunities for these countries and their citizens to participate in the world's flow of information, ideas and commerce. Multinational corporations are doing business in such countries by outsourcing their work through the easily and widely connected network. But at the same time it initiates new threats and vulnerabilities.
The National Information Security Policy (NISP) is an important part of the national security policy. The NISP provides the starting point of confidence to users. The NISP should be analyzed and assessed for various loop holes. The assessment results help users to make sure whether the information system is secure enough or the potential risk in operation is tolerable. So it's important for critical systems to evaluate their security status (Yan and Shu, 2005) .
Every nation has to protect their critical infrastructure from cyber attacks such as such as hacking, email spam, Denial-of-Service (DoS) attacks, virus attacks and cyber terrorism. Nations has to focus on its mitigation to enhance local information security capabilities and develop new skills and competencies. Situational awareness capabilities and contingency planning are important aspects to consider which can be done by building the skillful human recourses.
Cyber security cannot be assured by one person, but is a shared responsibility among all stockholders who are using the communications infrastructure. A key element of effective cyber security policy must be creating the right awareness of and incentives for cyber risk management at all levels: Home computer users, small and large corporations, as well as local and national governments. This should take the form of complete educational initiatives including encouraging the culture of cyber security best practices in technical practices, risk management practices in business settings and best practices for the home users (Bruce et al., 2005) .
In this context studying of existing information security requirement against international standards and best practices is of vital importance. Analyzing the existing international security implementation models and determines the possibility to put into operation such model locally for any country. For this purpose information security legislation and regulation are the important milestones. Policy makers, policy implementers and the operations are interlinked to build national policy. The same hierarchy has to be adopted at international, national, sector and firm level depicted in Fig. 1 (Bruce et al., 2005) . (Bruce et al., 2005) ; the authors can outline the critical factors considered by the USA, which are shown in Table 1 .
MATERIALS AND METHODS
Information security is not just a study drill. There are risky adversaries out there capable of launching serious attacks on the nation's information systems that can result in severe or catastrophic damage to the nation's critical information infrastructure and ultimately threaten the economic and national security (Ross, 2005) . Legislation is very important factor for insuring the national security. The USA has many legislative and policy drivers like: Malaysia: Malaysian government and the private sectors have identified the key sectors for the security concern. The key sectors are Military, transportation, banking and finance, health services, emergency services, energy, agriculture, water and information and communication (Rehman, 2002) . Some of the key factors considered for the national security are given in Table 2 . 
China:
The Chinese government has established national security standards relating to infrastructure protection based on international standards such as ISO/IEC and ANSI. China published "Computer Information System Security Protection Classifying Criteria" (GB 17859). GB 17859 defines ten security elements. These ten security elements are integrity, authentication, discretionary access control, object reuse, audit, label, mandatory access control, trusted recovery, trusted path and covert channel analysis (National Criteria of PRC, 1999) . Some examples of national security standards include: Table 5 (Yang, 2004) European Union: There is a serious concern regarding the national security and national information security in the European countries. The presidency of the council of the European Union elaborate the security issues and its counter measures in the conclusion of the conference held on the hot issue of critical information infrastructure protection (European Union, 2009). According to the literature and author understanding the critical factors which are considered or needs to be considered by the European Union are mentioned in Table 6 .
RESULTS
In this study, survey was done for six developed countries for the security factors involved in the development of national security policy. After reviewing the policies of the various countries, it is obvious that the critical infrastructure is a very important step towards the development of the national security policy. However, after defining the critical infrastructure, the focus should be given on the possible threats to those sensitive national organizations and develop the national policy to mitigate those threats and safeguard the national assets.
Moreover, the dominant factors include the political issues for example geopolitics and international cooperation and understanding with other nations of the world; military issues which is focusing on the military alliances of a nation and may also have its roots in national and international intelligence agencies; legislation is an important factor, the presence and the enforcement of laws is a major concern; technical and managerial issues are need to be considered which includes the presence of a team of professionals to deal with any kind of emergency and the security standards which are suppose to be followed in the country, it also has an important aspect of the organizational readiness to adopt the security standards and procedures. The last, but not the least, is an important factor of the national security is the research and development; academic institutes can play a vital role. The focus should be given the contemporary security issues and its solution through the novel techniques by involving the promising professionals and the academic institutions. The indigenous development of the security products is also an important aspect of the national security. Some countries like china have their own security standards and products. Table 7 summarizes the discussion and presents key areas of concern and its elaboration for the national security.
DISCUSSION
This study has derived generic dominant factors that should be addressed in the development of national information security policies. The base of the derivation is a wide scope review of policies associated with different nations. From Asia, the policies of Malaysia and China were considered. From south Asia, Australia's policy was taken into account. From North America, the policies of both: the USA and Canada were considered. And from Europe, the policy of the European Union was included. This wide scope view provides confidence in the concluded dominant factors. These factors are less in number than the factors associated with each addressed policy individually, but they conceptually cover all the factors of the addressed policies. They are associated with six main types of issues: "political", "military", "legal", "technical and managerial", "public and Private Partnership (PPP)", in addition to "research and development". The inclusion of all of these issues in a national information security policy will make it well-suited to dealing with practically all national information security problems and that is what makes a policy a good one.
CONCLUSION
In the wide scope review of the national information security policies, given in this study, it has been observed that while many of the factors considered by these policies are of common content, differences also exist leading to some gaps in the various policies. The concluded dominant factors from the various policies help making future policies more comprehensive. Future development of national information security policies, such as the future policy of the Kingdom of Saudi Arabia (KSA), would benefit from considering the dominant factors given in this study.
